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1. Introduction

e-Cert Token (FEITIAN ePass2003) is designated PKCS#11 compatible e-Cert Storage
Medium for issuance of the e-Cert (Personal) with "Mutual Recognition” Status and e-Cert
(Organisational) with "Mutual Recognition™ Status. Subscriber can follow this user manual to
view the e-cert details and to change e-Cert Token (FEITIAN ePass2003) password.

This user manual provides steps for Subscribers on using the Hongkong Post e-Cert Token and
the following items are required:
a. Hongkong Post e-Cert PIN Envelope.

b. Download the software, "ePass2003- Castle.dmg" from
https://www.ecert.qov.hk/product/download/token f/index.html.

For enquiries, please call Hongkong Post Certification Authority hotline on 2921 6633 or email
to enquiry@eCert.gov.hk.
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2. e-Cert Token (FEITIAN ePass2003) Software Installation
2.1 Operating System Requirement:

* Mac OS 10.6.x and higher

The setup file (for Mac) must be installed before use of e-Cert Token (FEITIAN ePass2003).
Please refer to section 1 of this user guide.

Note: Please log on as an administrator account to install the software successfully. To know how to
log on as an administrator, please contact your system administrator.

2.2 Installation Steps
1) Log on as an administrator.
2) Close all applications.
a) Uninstall all old version of ePass2003- Castle.dmg (if any).
b) Download the software ePass2003-Castle.dmg from
https://www.ecert.gov.hk/product/download/token_f/index.html, by clicking “e-Cert

Token (FEITIAN) Client Tool - MAC”.
3) Click Continue to begin the installation.
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» Introduction o
software.



https://www.ecert.gov.hk/product/download/token_f/index.html

4) Read the important information, and then select Continue to process the installation.
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5) Select your interface language as “English”, read the Software License Agreement, and then
click Continue.
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6) Click Agree to accept the terms and agreements.

7) Click Install to perform the installation. Input the User Name and Password of the
Administrator to authorize the installation. Click Install Software to perform.
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8) Click Close to finish the installation.

The installation was completed successfully.
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3. View the contents of Hongkong Post e-Cert
1) Insert the e-Cert Token (FEITIAN ePass2003) into the USB port of the computer.

2) Select the application EnterSafeCastleUserMgr.
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3) Select ES SLOT 1(ePass2003), and then click Login.
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4) Enter the password of the e-Cert Token (FEITIAN ePass2003) in Input user PIN,
and then click the OK.

For first-time use, please enter the 8-digit PIN provided in the Hongkong Post e-
Cert PIN Envelope.

*Note: ePass2003 has a limit on the number of incorrect inputs of the user's PIN. If you enter
the wrong User PIN for 10 consecutive times, the e-Cert Token (FEITIAN ePass2003) will be
locked. After locking, you will not be able to perform any read or write operations on the data
in the e-Cert Token (FEITIAN ePass2003).
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You are advised to keep the PIN of your e-Cert Token (FEITIAN ePass2003) in safe custody.
Hongkong Post CA will not keep the PIN of your e-Cert Token (FEITIAN ePass2003). If the
PIN is lost or forgotten, for security reason, you have to revoke your e-Cert and apply for a
new e-Cert accordingly. You will need to pay for the subscription fee as prescribed on the
application form.

5) Click Data Management in the Slot list. Select Certificate, and the View button
becomes available. Then click View to view details.
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4. Change e-Cert Token (FEITIAN ePass2003) Password

1) Insert the e-Cert Token (FEITIAN ePass2003) into the USB port of the computer.
2) Select the application EnterSafeCastleUserMgr.
3) Click ES SLOT 1 (ePass2003) in the Slot list, and then click Change User PIN.
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4) The Change Password Window opens.

a. Enter the existing password of the e-Cert Token (FEITIAN ePass2003) in Input user PIN. For
first-time use, please enter the 8-digit PIN provided in the Hongkong Post e-Cert PIN
Envelope.

b. In the Input new user PIN Field, enter a new password.

c. In the Confirm new user PIN Field, re-enter the new password.

d. Confirm change of password and select OK.
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Input new user PIN(8 to 255 characters):
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e. Click OK to complete the procedure.
Note
& S = The e-Cert Token (FEITIAN ePass2003) has been
L i configured to allow 10 logon retries. After 10 failed
o attempts, the token will be locked.

= |t is suggested to set a minimum password length of 8
digits containing uppercase letters, lowercase letters,
numbers and special characters (such as !,$,#,%).

= In the event that you lose or forget your e-Cert Token
(FEITIAN ePass2003) password, for security reasons,
you will need to revoke your e-Cert and apply for a new
one. Please note that you will be required to pay the
subscription fee as prescribed on the application form for
the new e-Cert.




