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4.1.3 FFERY
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4.8 EHERLARE

H AR S 5™ A, I FH AIE IR AR I A PR EE 5 PRI AZ AIEATL G R 0 A B i 5 3 iy A 391 AS
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b) AR IEYDR RO 52 A BT B P Sk R ST B R, 25
LR B A B RGBT SUAR I 22 5 S

Q) B AL &SRB R LA 6 AT 1B

4.9.2 FHEATIRI S
Mk 55 S A TR A BOAE B 6 R ORI NI 2 IR SRRy o IR SEAT RSP R R 2 i SR AT

DR A A YR MR8 i vl UE 15 P 7 s IS SR N6 A el e St i PR I 0 BRIV 62 BBURT 58 TRRE
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5.1 SEER%Z

5.1.1 iht K
I S BAZAENL I IB AL T Rk B R S B AR IR 2 S Lo AES i i R, A i
BOE R 2 TRt ULV A 25

5.1.2 BEAFEH

PSR Bt g b b A PSR R 22 2 12, FRAE A A 04 A A S B AIE AL G IR 55 T A 22
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Fif3k B - B HRBCE THE 4

) HTFER A B

fix B

AL AR EAAS

BFIERS (A RHTRHE185 AL
BFIES (DA

PR (Standard field)

RRZ (Version) X.509 V3

F#%5 (Serial number) [ AR R G

ZEHNF (Signature shalRSA

algorithm ID)

KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BRI (Validity period) | AFF Not  |[HH FHEHE BB E UTC W (8]

before)
AIBF (Not  |[HI &AM EIKTUTC W)
after)

FEAEZFK (Subject name) en=[EW G IFEEA] (hED en=[BEW G IFEEA] (hED
e=[HL T HBAEHAE] (it e=[HL T HRAEHAE] (it
ou=[BFILASERT] ik ou=[FILASERT] (HiED
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (BfiA:4>

c=HK

EHRAFELRLLEE (Subject public key
info)

S0 F (Algorithm ID): RSA
AT (Public key): 2565 K JF 41024-bit

K NIRBZFR Issuer unique identifier) A1l
BB NRABFR (Subject unique A

identifier)

FRUEZE(HAZAT. (Standard extension) CHiiES)

PIXFBAIRBLZHE | KB A Jssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5 Serial  |[ARHAALIRE]
number)
EWBREIEH Key ATTEIN, B AE, AN A
usage)
(A" R #2461
IEFBUR (Certificate Policyldentifier = [#I1FiRHIS] (i 6
policy) PolicyQualifierID = CPS
Qualifier = [FZUEAEMLAE FTURL]
FHHABLZFR (Subject [DNS [EE T A HE S U5 RE] Ciha
alternative name)
1fc822 LEBFA AT Al
RATH HAMBFR (Issuer KA H
alternative name)
HA PR (Basic TR 5 DRIN
constraints) (Subject type)
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AL AR A%

BFIES (A RHTARME18S ALY
BFIES (DA
BRKERE |
(Path length
constraints)
i {2 T R 1 5 ER b
(Extended key usage)
IEHHEEER SRR 3R SR = [UE TS B 50 2 MUURL] (i)
(CRL distribution point)

Netscape ZE{##247 (Netscape extension) CHffiEs)

Netscape iE535E! (Netscape cert type)  |SSL client, S'IMIME

Netscape SSLAAIAR#$ & FR (Netscape SSL [ AAEH]

server name)
Netscape #&F (Netscape comment) A
MHE -
1. HiIEALEAR o - K (KD + 4 (Bl CHAN Tai Man David)
2. FO T AL L IRA e Canvsea s IRAR sk, bESK SR 2)
3. BiEASHEHEmT: 10 MHF
4. “e-Cert (Personal/Minor)” 7~ HUIE N TIRK HEB ARl 18 & (WAAZIF/EAEEE 3.1.1.2 %) .
5. BRAE R AME, I PRUEZE AL I Netscape ZEMAEALIN  “JEREE”  (Non-Critical) ZEMHFAL
6. AFCALFEANZIE L AE A IR AR (Object Identifier, OID). J& T AUE N IR ANIE, S 5 AUEN 5
1.1 4.
7. HE AT B IE S (B3G5 5 N I 7) (L hkid_number R 735 &4 HE N IFA N 505 LS5 8 IR 3640 o —
FRBEHUALA cert_hkid_hash #7™)5, AN
cert_hkid_hash = SHA-7 ( RSAvvaekey, st ( hkid_number ) )
SHA-13—%%% BRI RSAN 2528 bR 5
TEAR T 2 L I FE 7T, hkid_number WIS 7EF HEMBEAL I AR 25 Y I 2828, I 74k R B A U B e 510
(R 2% 82 B0 Al SHA-1 ( RSAwmiatter s (hkid_number ) )o %2422 H0H &40 A UE P A (148 & ML .
8. UE TR .5 K 55 URL oA http://crl]l.hongkongpost.gov.hk/erl/eCertCAICRL] <xxxxx>.crl, HH <xxxxx> 7 &&#

WSBCRZE ., i S MMCFS PRI . BB E i (50 B PRI ST I kB
PYERL, S ZAES" EAS MU AN R REGL P V)0 T4 B PSRRI ) 247

46

FrHEME B TAUETS R/ HED]
200748 13 H
PRRS: 1.3.6.1.4.1.16030.1.1.13 EEBRETE

8Hongkong Poste-Cert




2) HTFIED W) #X
AL B R | [ AR
PR (Standard field)
RRZ (Version) X.509 V3
F#5 (Serial number) [ AV R R 4 4t
ZZHIRF (Signature shalRSA
algorithm ID)
RAT# (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
FHRHA (Validity period) | AFE-F Not  |[FHFEHSIBEBUA E HUTC I [A]]
before)
AIBF (Not [ HHAEHEHTEOR EIFTUTC WA
after)
FEHELFR (Subject name) en=[FAUH 4] D

e=[HL FMBAIHEE] (o

ou=[FILANZFEh 5] HiED

ou=[ B M B T4 5 AHIE T /80E g T+ b)) g
ou=[F I AN AFR] (s>

ou=[ e AN 34T FR 112 FR]

o=Hongkong Post e-Cert (Organisational)

c=HK

FEHAFHEERLLE (Subject public key

info)

B R (Algorithm ID): RSA
AFFERRE (Public key): B0 K S 41024-bit

R NIRA B Issuer unique identifier)

AL

BiE NiRAI B R (Subject unique

identifier)

AL

FRUEFEHAEAL (Standard extension) (K6

MLREBRRFZHR | RHA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

F5 (Serial  |[MKHAALIRIN]

number)
FERRFERH Key ANTTATIN, B, B AY RN %
usage)

(R 08 24D
WEHBUR (Certificate Policyldentifier =[] ki
policy) PolicyQualifierID = CPS
Qualifier = [FZUEAEMLAE FTURL]

FEHHEABLZFR (Subject |DNS KA H
alternative name)

rfc822 CIEF A N BT HsAE iR ct
RATHE KA AR Issuer AAFH
alternative name)
FEAPR ] (Basic X ik ST N
constraints) (Subject type)

BARKERE |

(Path length

constraints)
FEAH ARG R A RAEH

FAEME B U A% R/ AE N

2007 4 8 H 13 H
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FEALLEFR EAARE

(Extended key usage)

IEHHEEER SRR R AR = [UE T IESTE .43 & SURL] (i)
(CRL distribution point)

Netscape FE{HI2AL (Netscape extension) CHiik6)

Netscape iEF535%! (Netscape cert type)  |SSL client, SIMIME

Netscape SSLAIfR#$ & FK (Netscape SSL  [AAEH]

Server name)

Netscape #¥ (Netscape comment) A

MHE -

1. AU ks ok - e (K5 + 44 (i CHAN Tai Man David)

2. FEAUT P BTERAE R B TR A e RE (B IR ik, RS A )

3. BUEASFEHS: 10060 HF

4. “BNEBICIER ST AL B 16 M AR G 1 A A R B B e g ) LAn e ik g id e T g
g BEALAEOAEC 07 )Y, ENHET / BCIE BT A — 8 8 /B D e MHIE S / BACiE T4
T, BAEEANEC 07 )Y, “HAR” B —HEE 30 ALBUT TR (). FIERE AT EIX BURRI 2" Rk
Bidgwm” K7 ENHET / BACUET” AL AR 07 ), IR (Blan HKPO ARRFHIBOSAN” H
il A

5. R AR P LR ARSI 2 M, HARASEMAN Bon (AR AN 3.1.1.7 4.

6.  BRAEFANEIH, A bRAEREAE AT K Netscape ZEHASAI YK “JEFAHE”  (Non-Critical) ZEfHAZAL

7. AR CAFEAARZIEAE LA 50 (Object Identifier, OID). J& T AHEN B AF NS, i S P ARUERIES 1.1
%o

8. UE-TS 3 P4 & . URL A http://erl]l.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
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3) HEFIER (REF) #X

EALEFR | TR

PR (Standard field)

KA (Version) X.509 V3

F#5 (Serial number) [ AV R R 4 4t

ZZHIRF (Signature shalRSA

algorithm ID)

RAT# (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BRI (Validity period) | ANETF Not [ HHEFHEIFBOR B FUTC I [4]]

before)
AIBF (Not [ HHAEHEHTEOR EIFTUTC WA
after)

FE &L (Subject name) en=[FZBLAAL L FR] (D
e=[HL FMBAIHEE] (o
ou=[FILANZFEh 5] HiED
ou=[ B M B T4 5 AHIE T /80E g T+ b)) g
ou=[F I AN AFR] (s>
ou=[ e AN 34T FR 112 FR]
o=Hongkong Post e-Cert (Encipherment)
c=HK

FEHAFHEERLLE (Subject public key

info)

B R (Algorithm ID): RSA
AFFERRE (Public key): B0 K S 41024-bit

R NIRA B Issuer unique identifier)

AL

BiE NiRAI B R (Subject unique

identifier)

AL

FRUEFEHAEAL (Standard extension) (K6

MLREBRRFZHR | RHA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

F5 (Serial  |[MKHAALIRIN]

number)
FERRFERH Key RS, BRI
usage)

(2R 08 24D
WEHBUR (Certificate Policyldentifier = [#FIRAITE] i D
policy) PolicyQualifierID = CPS
Qualifier = [FZUEAEMLAE FTURL]

FEHHEABLZFR (Subject |DNS KA H
alternative name)

rfc822 CIEF A N BT HsAE iR ct
RATHE KA AR Issuer AAFH
alternative name)
FEAPR ] (Basic X ik ST N
constraints) (Subject type)

BARKERE |

(Path length

constraints)
FEAH ARG R A RAEH

il GRS L
2007 48 13 [
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FEALLEFR EAARE

(Extended key usage)

ERREEESRA AREER = (EBWEHRSRAURL] (ks
(CRL distribution point)

Netscape FE{HI2AL (Netscape extension) CHiik6)

Netscape iEF535%! (Netscape cert type)  |SSL client, SIMIME

Netscape SSLAIfR#$ & FK (Netscape SSL [ AL H]

Server name)

Netscape %3 (Netscape comment) CF:9>|This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iil) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

FHE -

EalE S

o ©® = o W

BAC AN 2 BT 44 FR

FEAUAATAR R BT R A F H 7 TS A b ik

HiEANSHESS: 10 T

BN BACUE RS B — 8 16 A B/ 7 (8 1 AR LB id g5 L e i &l it Bdw s,
B A (<07 )Y, “YENHIER /B0 S AL . — 5 8 MRy R LI M HE P / Bl B S,
FAALAS R EC 07 )Y, “HAR” A7 —H 2 30 MBI RE (). FISRIATEIX BOFE] 2 Rk
das” K7 EMHET /SRR AT (07 ), EITERR (Bl HKPO AR FHEIBBO SN H
il A

N L FRE AR SR FRIEB I 2N, HAFRASAEMAE N R (AR AE N2 3.1.1.7 45D,
ERAESIANE, BT FRUESEMIAEAL M Netscape ZEMHAA A4 “IESRBE”  (Non-Critical) ZEMHFAAL o

AFE O ASUE N 2R RS (Object Identifier, OID)o & T ASUEN LR MY, &SRS 1.1 4.

UE P HUEYIE 94 & A URL A http://erl1.hongkongpost.gov.hk/crl/eCertCAICRL2.crl

IR SOk . LU N AR AR T SCR S5, A e SORT R AT B, W BLESOAR
AHE:

BEZEE AT HIEG) 46126 08 2 W75 B T 8 il AN s (i) VR8I AN A 15 B s K Gil) 2%
VB C AN & H AR S E B I LB 4528 DIE s LU 2 e AU 5 435 USRS IR A LK
VZIEH 2 I35 B o A IS T IR 15 2 45 30403, 12 [ T M http://www.hongkongpost.gov.hk
T Y 1) L UE B AR HE U
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4) HWFIEPR (RS %R
EALEFR | TR
PR (Standard field)
KA (Version) X.509 V3
F#5 (Serial number) [ AV R R 4 4t
ZZHIRF (Signature shalRSA
algorithm ID)
RAT# (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
BRI (Validity period) | ANETF Not [ HHEFHEIFBOR B FUTC I [4]]
before)
AIBF (Not  |[HHA&HEHTECR EIFTUTC WA
after)
FE &L (Subject name) en=[fAIR2$ A HR] CphED
ou=[FILANSERT] (D
ou=[ B M B T4 5 AHIE T /80E g T+ b)) s
ou=[FI AW AFR] (s>
ou=[ 18 AN 34T FR 112 FR]
o=Hongkong Post e-Cert (Server)
c=HK

FEHEAFHELRLLE (Subject public key

info)

B R (Algorithm ID): RSA
AFFERRE (Public key):  Z55 K S 41024-bit

R NIRA B Issuer unique identifier)

AL

BB NiRA B R (Subject unique

identifier)

AL

FRUEZEHAEAL (Standard extension) (K6

MREBRRFZHR | RHA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

5 (Serial [ H A AR 3R]

number)
FEEAKMEH Key B R B
usage)

(R 08 24D
WEHBUR (Certificate Policyldentifier = [FIRAITE] i 6
policy) PolicyQualifierID = CPS
Qualifier = [FZAEAENLHEN] FTURL]

FEHHEABLZFR (Subject |DNS KA H
alternative name)

rfc822 AL H
RAITHEEMBFR  ssuer AL
alternative name)
FEAPR ] (Basic X ik ST N
constraints) (Subject type)

BAKERE T

(Path length

constraints)
FE{H 2 AL R I A A ARALH
(Extended key usage)
IEFHEEER SRR Oy R IAARR = [TE P 5042 R S URL] (hn

il GRS L
2007 4E 8 A 13 [
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R AR LA

(CRL distribution point)

Netscape ZE{##2/7 (Netscape extension) Cfffii6)

Netscape iEF58H! (Netscape cert type) ~ |SSL Server

Netscape SSLAIR#$ 4 #R (Netscape SSL [ AAEH

server name)

Netscape #F (Netscape comment) A

B -

1. AL NHUIINA 2 AR gs R CELF5 i) k4% 1 X A7 44 ik (Domain Name))

2. BIEAZHEGT: 10 T

3. TN EICIE BT BAL : — 5 16 ML BT/ 78 G 1 AR EIc g '5) Lt SiciE By,
B A (<07 )Y, “YEMHIER /B0 S AL — B 8 My R LI e / Bl B S,
FAALASE R EC 07 )Y, “HAR” B4 —H 2 30 MBI RE (). FISRIATEIX BORFE] 2 Rk
oS &7 HEAHET / BCET” A AN ERC (07 ), FETIRIRR (9 HKPO fREAF MBS BN IL
fil” KA

4. HEP AR R SCARIEBIL W, HAFRARSIEIF N BR OUARAEE N ZE 3.1.1.7 4.

5. ERAESIANE, BT PRUEREMIAEAL M Netscape ZEMHAS 7400 “IESRBE”  (Non-Critical) ZEMHFAL o

6.  ARCAFEAUEN KB RAITS (Object Identifier, OID)o T AUENMHI A IRBING, 5SS 1.1 4.

7. UEHUESE B9 % A URL A http://erll.hongkongpost.gov.hk/crl/eCert CA1CRL2.crl
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B3R C - FHHRBGE B HASE B(CRLME

Bz C

A HE WS BCRER = OB S oAl N IR RE PR TR f. CREEBr I 1) 04 A A] 09:15+ 14:15 A& 19:00 CEIA%AR
JEIRFIR[GMT] IFTE) 01:15+ 06:15 K 11:000)5  UE P4 I AP 280 A7 AR A AR AIE AR b 4 DU T2 I 4 s g

T L FIE S BT IR

a)  [HIEBBEEER ] (Partitioned CRL)E & 70 4 I L I B sk CAETIE S A B k. A Ak mT TE
UEAS ) TESHUSE #.20 A& /d (CRL distribution point) | FA2AE IR URL SREUAHIGH) T 231 2E1S

i GERE R

b) EAEBESER] Full CRL) ©& A S8 N M s CHEE BBk, 2 An T-LUR URL 3k
B TAARAE PR o«

http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1.crl;BX,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK).

FEOEH W OUR, AR IREL TEORN RS, RS S5l IR MU A A COUASHEN 2 2.5 40). 7
ANRETRIL AT 7 B DR i ISP AN < i 30 K T B 5 R S BB 0 SR S A A (R

0 BB ARAE PR i k-

FRHER2AL (Standard field) | TAAAZ (Sub-field) |7 FI=GFE-BHEHNE | BEAGE-BRESISE R | &
RN P2 FEAT P 2
FRAS (Version) v2 PR B N AIE SR R U
WA X.509 55 R
2B 5 (Signature shalRSA A 7R DASS BHIE PR
algorithm ID) B LR RS
& HN (Issuer name) CN=Hongkong Post e-Cert CA 1 PR RS R R AR T R
O=Hongkong Post MELRIAR VIR )
C-HK
BEVREE BT (This update) [UTC I a]] B B R AUE P HUES G R R
HH I G2 EH
YR HT (Next update) [UTC )] Fon T UKIE-B RS S S T 2
N HIAELZ B R (R IKCE
B, AT SR H G
SRt o FRAAZATE A b v U fy 0
SE 5 UE TSI I B A R B A
i
FESIET (Revoked PR (User  |[IEHFF 5] RS RS 0 IE T 3 AR
certificates) certificate) P SH T
s 3 [UTC )] BEA BRI IE T 1 H 3
(Revocation date)
AR
FZER] F A AL
(CRL entry
extensions)
JR KRS (Reason | [AUEH 2 th A5 CHHE 1D
code)

FRUELEHA AT (Standard ext

ension) CPHE 2D

PO 205 e TR 31 44 FR
(Authority key identifier)

KN (ssuer)

CN=Hongkong Post Root CA 1
O=Hongkong Post
C=HK

PERE BTSSR AU AR
B PTG PR N E Y
R FRTEAS A T T R o

FAEME B U A% R/ AE N

2007 4 8 H 13 H
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FREREA. (Standard field)

THENL (Sub-field)

73 B ACUE TR
L=V ES

HEAAAIE A T A
AR

I

J¥*5 (Serial (& AGEB TS R Bk B N EBRFS
number)
TE - S i 555 (CRL [HHZiEE 48774 BRI TIE T R s B
number) %55 LU A=A
KNS KA ssuer [LA DER 5 2R gmiidh iy | (R AT A N X (VA (WS Bai | W1 RE 1 CEE R
distribution point) EP RS ) K HAFH
#i (Encoded CRL
Distribution Point)]
(RN R
=X0R)

BHE -

Lo BUR AR TS e A AR B B U050 65

0=ARIEY]; 1= FEBORSNIE 2 = AENLOCBORI ML, 3 = ISR,
4 = AEPHIA: 5 = LR LIS 6 = UET A0 N

H T NTCAR BT TR, Brek TR ) 2 bh T0) #os CRI TRVER] D.

2. BRARSSNENT, PrAbsAEEMAALI N (AT (Non-Critical) SEMAFAL.

FAEME B U A% R/ AE N
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fi3x D
Bk D - FHEHEB R TIES - REWE
) EBTFIER DA

5 HFiFBAN) KT 18 ZNAAHT
H FIFBANA)
Hic A FEE AW G O0IE S AR 18 B M| F7 A 3R B 0IE S &3 18 & A
H:
A% 472 BR &5 HK$200,000 HK$0
INHE S &
Bo st AR T 1024-bit RSA
FEAE RN D R A A U R AR i = A
Xt & 4 M AZ T B NS4y, 8 g AR S A Rl FE T (AN IERH
R K i 2% 28
EBH®% Hh 25 8 K B
EBREEZFICAR TR TG OE A 9 Sc i 44
Fris B IE S S I 2425 20E (hash value);
Rl Rl A
HIWASFEGS GhEBIBAZIENLIE RS 4
BRHmA (WAMENEE 24 40 |BOHED CRFE R LI HE) A4 50 #Eoo
UEFBA B AR (E D
ME

1. ARHEIE AR e A th 2 UE B ROW D =4, EASEN =5 (AR EAENES 1.2.4 & 3.2 50
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2) HTUEP W) BTIEBERE) KB TFIER(EIRES)

E H FiF L) H FiF BARE) H FiF BTk #)
ZicA SR R AT X BURF 25 A 8 i ML B 0 E 2 WL . SR IRV v 2 AR 5 ]
AR % AU AT X BURF ISR ey 3BT 1ML G
IEHEFEA B AN 2 i B2 R E A IE 3% B AN 2 B2 B | EE e A
B
PR 378 PR A0 HK$200,000
INAE P =
X LK E 1024-bit RSA
FEAE RN AL R FH A 5 A A bEic N 5T 4
Xt & 4 RS INAYSEER S A N E=E 7 ¥ %5 XAV 4 1k (Domain
Name)~ LR R HIRFZAL
RE 5 4y
EHH®Z B 25 8 N K n % SRR I 2 H SSL fn%
EPAEEZFIEAR | LAY IR B . LRI IR B . BAL AN 24 F5
R s BRBUHP SR K | BRRURAT AR S L (e B AN LR 2l R
S s ik S s 1k IRFR
» FWREASEGS (H s BURASHRT (hEE  SBEASEES
TR RS ) M 2R 4877 4 (HEEIR RS
. BN Z AT = BN Z A vk FEAED
B IL IR Bl IR . B NHZ A7
[ TV B E %R

Bg s COLATEN
524 4

AL UEAE ML HE N2 2.4 2%

AR

— N (ARRZAEEMLHEN S 1.2.4 K 3.3.1 %

FAEME B U A% R/ AE N
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Fik E
FiRk E - ZHESEE TIEPZIEEICHIRZ 8 CGER G

I ASAZAE A b AE A28 RS, 7 8 S UE A5 T o e Z R E B il LR

57
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