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(i) FFA 55 TIZUES A R 2 T4 R I 2 Fh N B R 5

BRADB AR A S AL BB ICBOT S, S AE B R BB EC N AR S A AT SARZAE A LA I R 4
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fongkong Post
FHBH

Linking people Delivering business
L X 1 1. ]

“BWANE” SR IR ; TSR D28 G0 A AR AR AR ML AE Z LR S 75 e AR At vl T
UEFZ AL .

“BRERAE” MG U NPT S Bk SRy
(a) & B2 g n] Sl 2 AR AN Al 5
(b) FERTRAE NG DL RTSEE Rt 5 SRE T 5 BT P AR5 T A 5 5 T Ik 3 5 B 5
(© HEMbIESHATIEUELhRE: &
@) KAE APz waz)s

APATHE TR B, MAEBBEZNSHIITRETAZ ATTEBRBULE, MXEFZFLAAZEN, Wiz
PO BN AT A AR A5 W
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fongkong Post
FiB®
Linking people Delivering business
L X 1 1. ]

% B

B3k B - A HEHBBE FHE %K

1) BFER (DA B

EALZTR EAAE
BFIES () R TFRFEI8S AL

BFIES (D)

FrfERE (Standard field)

FRA (Version) X.509 V3

5 (Serial number) [ IR R G B

2ZH RS (Signature shalRSA

algorithm ID)

RAT# (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

B (Validity period) | AR F Not  |[FHFHIEBIEE WUTC I H)]

before)
ANIRF Not  |[HFEFUSHRIB% & IUTC B 1]
after)

EELZFR (Subject name) en=[FHEG HELEZ] (D en=[FHEG HELEA] (D
e=[FL T HBFE L] Cit e=[FL T HBFE L] Cit
ou=[FILASERT] ik ou=[FILASERT] ik
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FfiE4)>

c=HK

FEATFEBAKE (Subject public key |5 30IHH (Algorithm ID): RSA

info) INTFERS R (Public key): 0K 5 24 1024-bit

KRB AR LR Issuer unique identifier) | A< ffH

B NRFIAFR (Subject unique HAFH

identifier)

FRUEFEEAAT (Standard extension) (HiE:S)

PIXHEAIRHZH | KB A  ssuer) [cn=Hongkong Post Root CA 1,

(Authority key identifier) o=Hongkong Post,
c=HK

5 (Serial  [[MKRH AL
number)

EEREREA Key AN, BOD%E, 0N

usage)
(A=A R 240D

AEBBUR (Certificate Policyldentifier = (M- IHBI5] (it 6

policy) PolicyQualifierID = CPS
Qualifier = [BZUE/ENLAEN]FTURL]

FHHALLZFR (Subject |DNS (28 08 F B S O UE 5 ) )

alternative name)

rfc822 LEBFAA A LTI Hak] o

RATHEHAMLZR Issuer FAHH

alternative name)

AR (Basic FERA 2 SINEN

48
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\

fongkong Post
FiB®
Linking people Delivering business
L X 1 1. ]

AL TR EALAE
BFER (A R FRFEI8S A
BFIERT (DA

constraints) (Subject type)

B KRR |G

(Path length

constraints)
FEfH R R )55 RAEH
(Extended key usage)
IEBHEE R R A Or R TR = [UE TS TS 505 R ASURL] (k)
(CRL distribution point)

Netscape FEfHA-AL (Netscape extension) (ffs)

Netscape iF3528%! (Netscape cert type)  |SSL client, SIMIME

Netscape SSLAIRAZ 4 FR (Netscape SSL | A1l H

Server name)

Netscape &+ (Netscape comment) AAEH

W

L.

o A W

FI N ks o S0 o - 2 G CR'S) + 44 (141 CHAN Tai Man David)
FHE A ST ER AR L IR AE il A BT IRAR ke, RSB 2 B D
FIRANSHER T 10 T
“e-Cert (Personal/Minor)” 7~ HIIE N T3 K HAEBI R 18 & (WAKAE/ELAEN S 3.1.1.2 &) .
ERAES ANE, BT FRUEREMIAREAT I Netscape ZEfHEAALI N “IESLBE”  (Non-Critical) ZEHAAT o

AR EALFEARZAE AV U 2R BIRD (Object Identifier, OID)o K FASHEN I IR BIRD, 1352 A VE ) 2
1.1%.

FO N B G 00 E 5 1 (RS 5 I (BL hkid_number 7R K228 G A IRFRA N S50 Re 28 38 JE A0 g —
ZBEHUE (LA cert_hkid_hash #m)E, FAEANIET:

cert_hkid_hash = SHA-7 ( RSAwmivaekey. st ( hkid_number ) )
SHA-IH— 233 R BT RSAN) Ky %55 ok 5

FEACHI TS R PR FE R, hkid_number )2 75 B HE M ECAL BT AR RIS TS I 2828, JF 774 88 &V S il 5 1Y
1R 222 B A1 SHA-1 ( RS Aprivateter, sr ( hkid_number ) )o 122422 H0 4 25 % AGIE 1 P (48 & M A .

UE P HUASIE P43 R MUURLA http://erll.hongkongpost.gov.hk/erl/eCertCAICRL1 <xxxxx>.crl, FeH <xxxxx> H L&/ Hs
MBRG = 4, BE S M TF TR . BB A S [ E 2QUE DRGSR SR ma sy e
PR, S ZAET” U BRETE R AT B N 2 R RS RN A
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1_%3Cxxxxx%3E.crl

9z
Hongkong Post
FiPR

2) BTFIEPH W)

EALER | EALAR

PR (Standard field)

kA (Version) X.509 V3

75 (Serial number) [ AR R 4

ZZHAXIRF (Signature shalRSA

algorithm ID)

KATHE (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

B (Validity period) | AF-F Mot |[ & #SIREE E FIUTC 1A

before)
ANIBF (Not  [[HHFAHEMBE B & FIUTC W]
after)

EAEBFR (Subject name) en=[FFBUH 2= D
e=[FEL T ISARHbbE] cpi
ou=[BFIASFERT] i3
ou=[ M BACUE o g5+ IHIE 1528 01E P dm 5+ Ath]
ou=[E L AWM ZFR] (s>
ou=FIE AW AT BT T4 HK)
o=Hongkong Post e-Cert (Organisational)
c=HK

EMATFFELRATEE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE 1 1024-bit

KN HAIAFR Issuer unique identifier)

ARAEH]

BE NRFIZFR (Subject unique

identifier)

A

FRUESERAEANT (Standard extension) C(Hi6)

PIRERRIRF LR | KHEA Jssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAKH AAEZRIN]

number)
EBELMEA Key TN, B2, SR hn
usage)

(HER2h” R 240D
IEFBUR (Certificate Policyldentifier =[#1F VU H5] w7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLERIFFTURL]

EEHARBFR (Subject  |DNS HALH
alternative name)

fc822 [E B HE NP IR L] (e
RATE HAEAHR Issuer AL
alternative name)
FH AR (Basic EhAA 52 RN
constraints) (Subject type)

BRKERE | L

(Path length

constraints)

g%?ﬁf‘?’%ia%?;
Enie S|
2006 = 12 5] 18 F!
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fongkong Post
FUBR
Linking people Delivering business
L X 1 1. ]

AL R EALAR

FE At R R )55 RAEH

(Extended key usage)

IEBHEE R R A O R RAATR = [UE TS TS 505 R ASURL] (k)
(CRL distribution point)

Netscape FEfHA-AL (Netscape extension) (6

Netscape IEH535%! (Netscape cert type)  [SSL client, SIMIME

Netscape SSLAIR#$ A #R (Netscape SSL | AAHH

Server name)

Netscape &+ (Netscape comment) AATH

By -

1. BRUHP R o - K CRE) + 4 (Bl CHAN Tai Man David)

2. FAUH BTG B TR AE el AT T IR ek, RS A A

3. BURASFEHS: 10058

4. “BNBICIETHR ST AL —H8 16 TR OF 1AL/ A RHRERE B IC g5 L ek g idit g
T BEATCONEC 07 )Y, HAHET / BICUE RS B A S AL D e EMHIE S / Bl
, BAECAEC 07 )Y, “HAR” B —HiRE 30 ALECTTRE (). BISREAATEIX BUMERI 2" Rk
BFiddns” &7 WMHES /SRR B AT EC (07 ), ERIIRIAR (9l HKPO AR B RSB N H
il AT o

5. HAET AR F TLIRIEBIC AN, HAHASTENAEN BR (WARAEEAEN 2 3.1.1.7 4.

6. BRAES SN, Fra bR AL K Netscape IEMAEAIIN  “JESHE”  (Non-Critical) ZEMHAAT .

7. AR EAFEARZE LA R0 RD (Object Identifier, OID)o & T AUEMI M LEIRAITD, 1S FAAENIE 1.1
%o

8. UE-TSHE I B4 K sURLM http://crll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
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Hongkong Post
FiPR

3) HTFUED (RE) B

EALER | EALAR

PR (Standard field)

kA (Version) X.509 V3

75 (Serial number) [ AR R 4

ZZHAXIRF (Signature shalRSA

algorithm ID)

KATHE (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

B (Validity period) | AF-F Mot |[ & #SIREE E FIUTC 1A

before)
ANIBF (Not  [[HHFAHEMBE B & FIUTC W]
after)

FEELZFK (Subject name) en=[FERUAAL A FR] (D
e=[FEL T ISARHbbE] cpi
ou=[BFIASFERT] i3
ou=[ M BACUE o g5+ IHIE 1528 01E P dm 5+ Ath]
ou=[E L AWM ZFR] (s>
ou=FIE AW AT BT T4 HK)
o=Hongkong Post e-Cert (Encipherment)
c=HK

EMATFFELRATEE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE 1 1024-bit

KN HAIAFR Issuer unique identifier)

ARAEH]

BE NRFIZFR (Subject unique

identifier)

A

FRUESERAEANT (Standard extension) C(Hi6)

PIRERRIRF LR | KHEA Jssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAKH AAEZRIN]

number)
EBELMEA Key B, RN
usage)

(HER2h” R 240D
IEFBUR (Certificate Policyldentifier = [ RAIRS]  Chti 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLERIFFTURL]

EEHARBFR (Subject  |DNS HALH
alternative name)

fc822 [E B HE NP IR L] (e
RATE HAEAHR Issuer AL
alternative name)
FH AR (Basic EhAA 52 RN
constraints) (Subject type)

BRKERE | L

(Path length

constraints)

g%?ﬁf‘?’%ia%?;
Enie S|
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fongkong Post
FUBR
Linking people Delivering business
L X 1 1. ]

AL R EALAR

FE At R R )55 RAEH

(Extended key usage)

EFBRUHH RS KR 2R BB = (EBHEE R R RURL] (M)
(CRL distribution point)

Netscape FEfHA-AL (Netscape extension) (6

Netscape IEH535%! (Netscape cert type)  [SSL client, SIMIME

Netscape SSLAIR#$ A #R (Netscape SSL | AAHH

Server name)

Netscape £1E (Netscape comment) (k49> |This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (ii) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

M

S

o = o W

AL AN 2 AR 44 FR
FEARCAATAR R BT R F H 7 TS A b ik
BIRANSERT: 1008

BB RS AL — 16 T R G LA E D B Id g 5D Lk B idiE B 5,
RERF A 2 “0" )Y, “VENHED / BCUEBRMS" B47 . — 58 8 M7/ 78 i B NHES / BACiE B4 5,
BEALASHC R 0" )Y, “HAh” B —HERE 30 AT TR (). FERE AT EIX BRI Rk
WhE" &7 EMHES / BdiE R BT 07 ), IR (gl HKPO fRR B HEISBO SN H
il BEAT
N LR R TR FRIEBIC 2N, LA STEMAE N B (AR AE N 2 3.1.1.7 4.
ERAESIANEM, BT FRUESEAEAL I Netscape ZE{HAZ A3 “IESCEE”  (Non-Critical) ZEHAAAL o
AFE O ASUE N 2R RS (Object Identifier, OID)o & T AHEN RS, ESTIARMENZE 1.1 .
UE P3RS P23 K AUURLA http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl

RSSO . U AR A AR SO UIES, hSSOR SRR 57, W BLESOA
AHE:

BEZUEA R AT ARG R385 BT 8D AP (i) V8 AL 15 B e Gil) 2%
VEBAL AU K H A MCAR 8T B DD e i 28 38 AR Sz He R BE ALK B 43 LSS BTk i
V235 2 N5 S o A3 IO A FH BEAIE 1 2 45 S04, 16 S AT http://www.hongkongpost.gov.hk
T S 1) TR R A A M e )
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9z
Hongkong Post
FiPR
4) HFIER (fAR#H) KK
EALER | EALAR
PR (Standard field)
kA (Version) X.509 V3
75 (Serial number) [ AR R 4
ZZHAXIRF (Signature shalRSA
algorithm ID)
KATHE (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
B (Validity period) | AF-F Mot |[ & #SIREE E FIUTC 1A
before)
ANIBF (Not  [[HHFAHEMBE B & FIUTC W]
after)
FEELZFK (Subject name) en=[{El IR ES L TR D
ou=[BIEANSFERT] (i
ou=[ M BACUE T g5+ IHIE 1528 00E P dm 5+ Ath] s
ou=[Zic AW L FR] Cfiead
ou=F1IE AW AT BT T4 H5R)
o=Hongkong Post e-Cert (Server)
c=HK

EMATFFELZA LB (Subject public key

info)

IR (Algorithm ID): RSA
AT (Public key): 54 R6KFE 1 1024-bit

KN HAIAFR Issuer unique identifier)

RAEH]

BID N RFIALFR (Subject unique

identifier)

At

FRUEIEAEAT (Standard extension) (HiE:6)

PLAFBARMNLHE | REBA Issuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAKH AAEZRIN]

number)
FEEARFA Key PR R %
usage)

(HEREh” R 240D
EFBUR (Certificate Policyldentifier = [#F RG] (it 6)
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLERIFFTURL]

EEHARBFR (Subject  |DNS AL H
alternative name)

rfc822 RAFH
RATE HABAL K Issuer AL
alternative name)
FH AR (Basic EhAA 52 SN
constraints) (Subject type)

B KERE |

(Path length

constraints)
ST A R R 1) 455 FAFH
(Extended key usage)

“ﬁ%éﬁf‘?’%ia%?{
AEZ%I’E*#('@EU

2006 & 12 F| 18 [ !
PRI © 1.3.6.1.4

.1.16030.1.1.10
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fongkong Post
FUBR
Linking people Delivering business
L X 1 1. ]

=EY EALAE
E ARG R R Or RS AAFR = IEBHGE T .0 K25 URL] (D
(CRL distribution point)

Netscape FE{HI=A7 (Netscape extension) CFHE6)

Netscape IE A (Netscape cert type)  |SSL Server

Netscape SSL{dl AR 25 & #K (Netscape SSL [ A AfH

server name)

Netscape &V (Netscape comment) AAd

i -

1. B AVUIIE Z RS 25 CREFEIRSS X A7 44 1k (Domain Name))

2. BURASEmT: 10MHT

3. BB RS AL — 8 16 T R G LA R L B Il g 5 LRk B idiE B 5,
R4 2R “0" )Y, “VENHER / BCUEBRES" £4067  — 8 8 M7/ 78 Cin B NHE S / BAdiE B4 5,
BT AE T “0" )Y, “HAh™ B —HRE 30 AT/ Q). R ATBIX BUFEIIZ" mk
WhE" K7 EMHES / BdiE R B 07 ), IR (gl HKPO AR BB SN H
fl” KA

4. RETP AR R SCARRIEBIC W, HARAREIER N BoR OUARZIEE N2 3.1.1.7 5.

5. BRAESIANEEH, P ARAELE AL S Netscape SEMAAAI 4 “JESCHE”  (Non-Critical) ZEAHAZAT .

6. AFE O A UE N 2R Y (Object Identifier, OID)o & T AHUEN AR5, ESTU 1.1 4.

7. AEPHUESE R & AURLA hitp//erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
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fongkong Post

FUBR

Linking people Delivering business
L X 1 1. ]

By C - B IEBUE BB TE B(CRLE R

fix C

T U S B R — ST S A T 3R B UE TR 4R B (RTINS [R) D BB I ) 09:15+ 14:15 2 19:00 CEIASAK
JEIR PR [GMT] I 18] 01:15+ 06:15 K& 11:00005  UEA5 45 17 528 AR ACAZ UE A b PR DU v 327 I 73 5 il

KR IR R B

a)

[ BIAUEF R TEH | (Partitioned CRL) B4 7 70 ALK LT I Y sl AU UE TS I Bkt A cm] T4

WEPBR TUEBRUESTE 9.5 & 05 (CRL distribution point) | #4467 P93 B H URL skEUHH ISR [ 43 3]203E

I GERER

b)

T AEARUE S B o -

http://crl1.hongkongpost.gov.hk/crl/eCertCAICRL1 .crl;BX
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK).

[ BEAAE-PREETE | (Full CRL) €8 P LU I i A ol e R Bkt 22 00n] TR URL 3k

FEOEH W OUN, AR IRELS TRORIN RS, PR OB U BT A CASHEN S 2.5 40). 1
ANBETUIL AT T BN DR s S U RT AN 3 A0 R 1f B e b S i P U I SR 1 B B A PR IR

3 3B AAE 4 I ks -

FRER2AL (Standard field) | AL (Sub-field) |7 #IZCUE- BRGNS | BEAUE- BRGNS B | &
R P 2%
JRA (Version) V2 BEAE SR AIE P AU s U
WA g X.509 25 WK
2 BB A (Signature shalRSA B o ] LSS B T
algorithm ID) B SR R Y
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 A R % R AR T RS
O=Hongkong Post WAL
C-HK
BEVREE BT (This update) [UTC W8] DR B R AUE PR A R
HH I G
TR (Next update) [UTC i) RN URAIE TS 3 ol T 1
ANHIIE BT H (FCE
B, MASTERMEZE
Kt o MR AL A b DU 1
ST UE TSR 7 B R 1 K B A
o]
FESUE T (Revoked FFUET User  |[WET)F 5] A S O I E 5 9 LAIE
certificates) certificate) FIE S HTIRT
G EARE: [UTC fa)] A RS UE 1 ) B 3
(Revocation date)
HNIE PR E
TR} B A
(CRL entry
extensions)
JRIARHY (Reason |[FUAS T HH iR A (B
code)
FRUESEMFAT (Standard extension) CFfH: 2)
WL AL R 44 AR KN (Issuer)  |CN=Hongkong Post Root CA 1 AR TR DL A
(Authority key identifier) O=Hongkong Post ZEEE TR TS B FAN B A
C=HK R X A TRE A

56
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Hongkong Post
FHBH

Linking people Delivering business

LEUS YT

FRUERZAZ (Standard field) | FA=AL (Sub-field) |43 BI=IE BARESE  [BEAE BRESRG 2 | A3
BRI FAAL A 25
J¥5 (Serial (K NIEBRFS) e BoR B NET TS
number)
UE RS #5515 (CRL [H#ZAEZ 45772k PR B RAE T RS R S
number) % s LU B R 74
KNG K AL (Issuer [LA DER 5 &t i | (AR AEH] AR AL 53 A P v
distribution point) L G Y 94 A
#i (Encoded CRL
Distribution Point)]
Qi =y S
=X 0D)

BHE -

Lo BUR AT RO UEAS AL T 21 i e 2R e R0

0=ARIEY]; 1= SHTRSNE; 2 = RIEFRBORISNE; 3 = BS54
4 = UEBBIAC: 5 = BAUEHLOCA IR 6 = UEBHETIN f4H

TSI AT AR P e R A, BB T S ] 2B T0) 3o CED [oRMEWT D

2. BRARSANEW], PrA bSO AESCHBE” (Non-Critical) AT .
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Hongkong Post
FHBH
Uinking peogle Delivering business
L ros 111

fi D
M D - FHBHETFIEP - REWHE
D HETFIERE (DA
- B FUFBAA) KPR 18 ZNMH
H FUFBAN)
ZiE A BR300 B 5 00 E S AR 18 3 AT | 43 7 00 T 5 A E SR 18 % A
f:

A 38 BR AR HK$200,000 HKS$0
INTFTEH &
[N 1024-bit RSA
FEAE R R R P A A
Xt & 4y TR A HE NS4y, B s AR T A R e (M) IR

R 25 8
% by 5B e Bed n
ERALEEC AR F G MIE B2 Sk 4

B MIE S0 ) 242 5018 (hash value)s
gl A
BILNZE S (HBFBIRB ARG

Bl LAHENES 2.4 50

R IES (RS B RO EEI IS RF4F 50 ot

A

= E D

1. MRASUEF SR 1 A 2 AR AT RO D = 4F, EASHEE =45 A LARIERLAENIEE 1.2.4 ) 3.2 40)

[t
Ul
2006 = 12 5] 18 [!
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\ Hongkong Post
FHBH

Linking people Delivering business

LEUS YT

2) TR (WD, BFIERHERE) KETFIER(RES)

B HFiFBiL) H FUFBIRE) A FUFBATRES)
LA SR U AT BUX BURFSE R A R B0 TEZ WU . SR BV i) 2 Ak 2 1A
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