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1) BFIERE (DA X

EALARR =ARES
BFIES (A R T R85 AMEM

BFIES (A

FRHERS (Standard field)

FRA (Version) X.509 V3

F5 (Serial number) [ IR G B

BEZH R (Signature shalRSA

algorithm ID)

RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

AR (Validity period) | AFF Mot |[H1 A UEHEBOA B JUTC 8]

before)
ANIRF Not  |[ AU & IUTC W]
after)

E&4LFK (Subject name) en=[FHEG HELER] D en=[FHEG HELER] D
e=[FLFHBAH ML) ot e=[FLFHRAH ML) ot
ou=[FILASFHERT] Gii3) ou=[FILASHERT] Gii3)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FffiA:4>

c=HK

FERATFEERLE R (Subject public key |5-30IHH (Algorithm ID): RSA

info) INTFERS R (Public key): K % 24 1024-bit

RHNRFIBFR (ssuer unique identifier) |AfH

B ARG FR (Subject unique HAFH

identifier)

FRUEFEMHELAL (Standard extension) (HfES)

PLIEHERIRA LR | KB A [ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

5 (Serial [N K AL

number)
EHERMMER Key AN, BOD%E, 0N
usage)

LR K R0
AEHBUR (Certificate Policyldentifier = [ HAII5] (bt 6
policy) PolicyQualifierID = CPS
Qualifier = [BZUE/ENVHENIHTURL]

FAIHABAFR (Subject  |DNS (28 08 F B S Ul 5] e
alternative name)

rfc822 LEBFAA A LTI Hbak] o
RATHEMBIR (ssuer FAHH
alternative name)
F=A R (Basic F KR 2 SINEN

45
FrUS IR +UE 5
T UEAE P HE )
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FALEFR EAIAE
BFIERS (A R T R85 AEH
BFIERS (A

constraints) (Subject type)

BB RS |

(Path length

constraints)
SR B T AL A KA
(Extended key usage)
IEBHHEF RS R R Oy R RATE = [UE-T U s 520 R URL] (B>
(CRL distribution point)

Netscape ZE{# 147 (Netscape extension) (ffi:s)

Netscape iF 287 (Netscape cert type)  |SSL client, SIMIME

Netscape SSLAAIARAS A K (Netscape SSL | KAl H

server name)

Netscape #¥ (Netscape comment) AATH

P -

1. RGN kA 3 s ool - I8 (CKB) + 4 (49141 CHAN Tai Man David)

2. FO T AL L IR A e Canve s PR sk, bRSK SR )

3. BiREAZHEGS: 10 M

4. “e-Cert (Personal/Minor)” 7~ HUIE N TIRK HAEB AW 18 % (WAAZIF/EAEEE 3.1.1.2 %) .

5. ERAES ANE, BT FRUEREMIAREAT I Netscape ZEfREAZ) N “IESLBE”  (Non-Critical) ZE{HFAT o

6. AFCALFEANZAE L AE A IR AR (Object Identifier, OID)» J& T AHEN KIMAERANIE, S 5 AUENZ
1.1 %

7. FO N & 3 0 E 5 1 (S5 IS (BL hkid_number 7R K5 23 28 FIG I FA N S50 R &0 28 3640 o —
HBEEAE (LA cert_hkid_hash F7R)J5, FANIET:

cert_hkid_hash = SHA-7 ( RSAvivaekey. a1 ( hkid_number ) )
SHA-1— 245 AT RSAN Ay 28 5 s 4L
EACHI TS R P FE ,  hkid_number W 25 75 B HE S BUG BT AR 2 G I 2528, 1724 BB B B OHIE S 1
WA B SHA- 1 ( RSAsmiveter,siar (Hkid_number ) )o 1% 2% BUE 2% N UET P (K95 58 SEMRRLAT .

8. ETAETE H & SURLA http://erll.hongkongpost.gov.hk/erl/eCertCAICRL] <xxxxx>.crl, FeHT <xxxxx> H L&
B RGBS NPT . BHMBE A S [ E QE BRG] SR e iy e
PRER, &7 UL IEBRETE R AT B NI 20 R RS RN A

46
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1_<xxxxx>.crl

Sz
Hongkong Post
FHBR

2) HTFIEP W) KX

EALBFR | =ARES

PR (Standard field)

A4S (Version) X.509 V3

5 (Serial number) [ N R G 3R

ZEZHARF (Signature shalRSA

algorithm ID)

RAT (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BHH (Validity period) | ARFF Not | [ A s BB & AYUTC I 1]

before)
ANIBF Not  |[HAEUIRBIR & FIUTC K 1H]
after)

FELFR (Subject name) en=[FRH P 44 amzD
e=[FL T ISAHbAE] Cprio>
ou=[BFILASFERT] 3D
ou=[ M B ICUE B S+ WHE B/ B CIE B 5+ M) o
ou=[E L AWM AFR] (s>
o= 1B AW AT BT T4 H5R)
o=Hongkong Post e-Cert (Organisational)
c=HK

ERATFFERLE R (Subject public key

H IR (Algorithm ID): RSA

info) ANTFERLEE (Public key): AL LA T 431024-bit
KHNRHIZ TR Issuer unique identifier) | Al H
B NRABHR (Subject unique A

identifier)

FRUESERAEAT (Standard extension) (k6>

PR | KB A  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
EBERMER Key TN, B2, SR hn
usage)

(AR R 0D
IEFBUK (Certificate Policyldentifier =[#)fF U AIAD] ot 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLE N RTURL)

EAHANZFR (Subject  |DNS HALH
alternative name)

1fc822 [E B HE NP ISR L] (e
RATEHAMBFR (Issuer AL
alternative name)
FA MR (Basic EkR 52 RN
constraints) (Subject type)

BARKERS |k

(Path length

constraints)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FALEFR EAIAE

SR B T AL A KA

(Extended key usage)

EBHHEFE RS R R Oy R RATE = [UE-T U s 520 R URL] (B>
(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) Cfffi:6)

Netscape iF 5287 (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLAAIFR#S & (Netscape SSL | A H

server name)

Netscape #¥ (Netscape comment) AATH

P -

1. BAUH PR o - K CRS) + 4 (Bl CHAN Tai Man David)

2. FAUR P ATERAE R B TR AE Rl AT IR ek, RS A A

3. BURASFEHS: 10 65T

4. “BNBCIERHR S B —H8 16 TR OF 1AL/ A RHRERE B IC g5 ek g idit g
T, BT 07 )Y, CVEMHIET /Bl g B — 8 8 AT B LA e HIE S / Bl iE T
T, BALASECORE(C Y07 )Y, “HA” BEAL — R 30 AT TRE (W) FISEEIATBIX UM Rk
BFiddns” &7 WMHES /R B AT (07 ), FRIIRIAR (9l HKPO AR B HHBE) &N
il AL o

5. HAT AR F T RRIEBIC AN, HLATASTEMAEN ER (RARARELAENZE 3.1.1.7 4.

6. BRAESANTM, FrE AR EE RS A7 K Netscape SEMAEA7 40 “ESEHE”  (Non-Critical) ZE/HAZ AT

7. AR EAFEARZAUE LA RN ED (Object Identifier, OID)o & T AUEMI M LERAITD, 1S FAAENIE 1.1
%o

8. RS F 4 K s URLM http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl

48
R G RT
RZIEAFLHE N
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl

Sz
Hongkong Post
FHBR

3) HFER (RE) R

EALBFR | =ARES

PR (Standard field)

A4S (Version) X.509 V3

5 (Serial number) [ N R G 3R

ZEZHARF (Signature shalRSA

algorithm ID)

RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BHRHA (Validity period) | AFEF Not [ &S IREE E FIUTC 1A

before)
ANIBF Not  |[HAEUIRBIR & FIUTC K 1H]
after)

FELFR (Subject name) en=[FRLAALZFR] Atz
e=[FL T ISAHbAE] Cprio>
ou=[BFILASFERT] 3D
ou=[ M B ICUE B S+ WHE B/ B CIE B 5+ M) o
ou=[E L AWM AFR] (s>
ou=[ B AW ST AT BT FR]
o=Hongkong Post e-Cert (Encipherment)
c=HK

ERATFFERLE R (Subject public key

H IR (Algorithm ID): RSA

info) ANTFERLEE (Public key): AL LA T 431024-bit
KHNRHIZ TR Issuer unique identifier) | Al H
B NRABHR (Subject unique A

identifier)

FRUESERAEAT (Standard extension) (k6>

PR | KB A  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
EBERMER Key B, RN
usage)

(AR R 0D
IEFBUK (Certificate Policyldentifier = [ R AIRS] Chti 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLE N RTURL)

EAHANZFR (Subject  |DNS HALH
alternative name)

1fc822 [E B HE NP ISR L] (e
RATEHAMBFR (Issuer AL
alternative name)
FA MR (Basic EkR 52 RN
constraints) (Subject type)

BARKERS |k

(Path length

constraints)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FALEFR EAIAE

SR B T AL A KA

(Extended key usage)

EBHHEFE RS R R SR REW = MERBRIHFE R R RURL] (M)
(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) Cfffi:6)

Netscape iF 5287 (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLAAIFR#S & (Netscape SSL | A H

server name)

Netscape £1E (Netscape comment) (k49> |This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

B
1. BN B ALLAAFR

2. PRI TP I AL T MR AR Hb b
3. BEASHEHEwT: 10 MHF
4, B BACUE SRS AL — 8 16 M/ RE O 11 AR B e g5 Lo & idiE e s,
BEALASHCNZRC 0" )Y, “HEMHER /Bt PgRS" B . — 8 A BT/ AR L AHE P / BidiE B,
B A “0" )Y, “HAR” B —8R % 30 BT TR (). FIEREIATEIX BUFEI 2 Rk
W KT ML/ BICIER” BEALAT N 07 ), EBITRIFR (Fln HKPO AR FMEIRBO SN H
il AL
5. HAPXAREARMP SCARIET L 2NN, LABRASEIAE N ER OUARZIEEL AL 3.1.1.7 %),
6. ERAESIANE, BT FRUESEAEAL I Netscape ZEAHAZ 7340 “IESCEE”  (Non-Critical) ZEHAAL o
7. AECEREAMEN KRS (Object Identifier, OID)o I T AUEM FIMAF R, WS EAKENZE 1.1 %&.
8. ETAETE H & S URLA hitp://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
9. AR — A NSO . DUR AR WA SRS %, ROSCR R R A ER, WRLESCAR
Jif:
BESREP R AT FEQ) A e 2 W75 8 T BE AW s (i) BB 0 AR A {5 SR 2 s R (i) 2%
VEBAC AN & S BIE BN H g 258 DLAIE S o B il AR & 455 DLRE ERfA I
VEIE W Z AT B o A3 DR F IR 152 45 30453, 12 [ AT A http://www.hongkongpost.gov.hk P
TN 5 P IR P AZAE AR ML HE I
50
Fr MR U1
FZAEAE ML AE )
2006 4 10 H 3 H 8.J’.l’(;mg.:t«;wg.'Lhu,.-a-u‘.':e;‘rt

WA 1.3.6.1.4.1.16030.1.1.9 FEBRRTEE



http://www.hongkongpost.gov.hk/
http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl
http://www/

2z
Hongkong Post
FHBH
4) HFEPR (RS #X
LR | EALAE
Fr#ERS (Standard field)
A4S (Version) X.509 V3
5 (Serial number) [ N R G 3R
ZEZHARF (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
BHRHA (Validity period) | AFEF Not [ &S IREE E FIUTC 1A
before)
ANIBF Not  |[HAEUIRBIR & FIUTC K 1H]
after)
FE & LFK (Subject name) en=[fil B4 FK] D
ou=[BIEANSFERT] (i
ou=[ M B ICUE B S+ WHE B/ B CIE B 5+ M) e
ou=[Zic AWIRIZFR] Cfiead
ou=[EIC MY/ AT BT FK]
o=Hongkong Post e-Cert (Server)
c=HK

ERATFFERLE AR (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 A6 K 4 1024-bit

KHNRHIZFR (ssuer unique identifier)

RAEH]

BB NRAIZ R (Subject unique

identifier)

At

FrAESEAPAEAL (Standard extension) (6>

PLABEAIRMNELR | KRB A (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAAH AAEZRIN]

number)
FEBRRER Key PR R %
usage)

(AR R 20D
AEHBUR (Certificate Policyldentifier = [#44 IR 3] (B 6
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVE N fRTURL)

EAHANZFR (Subject  |DNS AL H
alternative name)

rfc822 RAFH
RATEHAMBFR (Issuer AL
alternative name)
FA R (Basic EkR 52 SN
constraints) (Subject type)

BAKERS | L

(Path length

constraints)
SEA RS RL 4 FAFH
(Extended key usage)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

RN B R =AR B
E-HARE R R AR YRS AAFR = [E PG 2040 R ASURL] (D
(CRL distribution point)

Netscape #E{H#=Ar (Netscape extension) C(FHiE6)

Netscape iE 5285 (Netscape cert type) ~ [SSL Server

Netscape SSLAAIARA8 & #X (Netscape SSL | A A

server name)
Netscape #¥ (Netscape comment) AAd
B -
1. BR AVUIIE 2 RS 25 CREFEIRSS X A7 44 3k (Domain Name))
2. BURASEHT: 10MHT
3. BB RS AL — 16 T R Gl LA E DL B Id g 5D LR B idiE P 5,
BRI AE 2 “0" )Y, “YENHER / BACUEBR S #4067 — 5 8 M7/ 78 L B NHES / BdiE B4 5,
RN A R “0" )Y, “HAth™ #A067: —HRE 30 AT/ ). FEERATEIX BUFRIIZ" kg
WhS" K7 FEMHES / BdiE R BT 07 ), IR (gl HKPO fRRBFHEISBO SN H
fl” KA
4. RBEPAFREERMT SCAREBIL W, HARRARSIEIFR N ER OUARIE/EN N ZE 3.1.1.7 4.
5. BRAESIANEEH, P ARAELE AL S Netscape SEMAZAI 424 “JESCHE”  (Non-Critical) ZEAHA=AT .
6. AFE O ASUE N 2R Y (Object Identifier, OID)o % T AHUEN A R3S, ESITH 1.1 4.
7. AEPHUESE R4 K AURLA hitp://erll.hongkongpost.gov.hk/erl/eCert CA1CRL2.crl
52
Fr s S BOR FUE 5
AR (R
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

By C - FHERBGE B TE B (CRLKE

fix C

T U S B RE R — I BT B s AT T 3R BOUE P 75 A BRI [ O P B I A] 09:15+ 14:15 £ 19:00 CRIAS AR
JEIRTIF[GMT] IS 18] 01:15+ 06:15 A2 11:000)5  UEAS KIS 5B MR AL UE A b E DU T 427 ) v 1 e

(L UE A A BE IR

a)

[ BIUEFMAETE | (Partitioned CRL) T & 70 4110 LTI A B sl CHBUE B B0 AT T4

EAS THIE TR U 50 & 05 (CRL distribution point) | A4 FERH ) URL SRR SEH T 43 %2k 15

I GERER

b)

B TAEARUE S B G o :

http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1 .crl; 5%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK)-

[EEARUEFS4REHTE ) (Full CRL) 5 B A 8 I i B sl i B K B0k 2 AT T-BLUF URL 3R

FEOEH 6 OUN, A ISECS T RO RS, PR OB U BT A A CASHEIN S 2.5 40). 1
ANBETUIL AT T ZEAONG DU s S AT AN A o vy B2 e E 3 TR A HUR S 50 1) SR S AT IR I e

3 3R BRI s k-

FRER2AL (Standard field) | AL (Sub-field) |7 #IZCUE- BRGNS | BEAUE- BRGNS B | &
R P 2%
JRA (Version) V2 BEAE SR AIE P AU s U
WA g X509 25 Wi
2 BB AR (Signature shalRSA B o ] LSS B T
algorithm ID) BRI SR IR Y
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 A R % R AR T RS
O=Hongkong Post WAL
C-HK
BEVREE BT (This update) [UTC W8] DR B R AUE PR A R
HH I G
TREE BT (Next update) [UTC 1)) RN URAIE TS 3 ol T 1
NHIIE BT (R R
), MASTERMEZE
et o MR AL A b R U
S UE TSI 7 B R 1 K B A
o]
FAESIE T Revoked FFUET User  |[WET)F ) A S O I E 5 9 LAIE
certificates) certificate) FIE S HTIRT
G EARE: [UTC fa)] A RS UE 1 ) B 3
(Revocation date)
HNIE PR E
FLGOR) I B A
(CRL entry
extensions)
JRIARAY (Reason |[FAUAS T HH o3 A (B
code)
FRUEZEMHAAT (Standard extension) (B 2D
WL AL R 44 AR &N (Issuer)  |CN=Hongkong Post Root CA 1 AR TR DL A
(Authority key identifier) O=Hongkong Post ZEEE TR TS B FAN B A
C=HK R A TR
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Hongkong Post
FHBH

Linking people Delivering business

LEUS YT

FRUERZAZ (Standard field) | FA=AZ (Sub-field) |43 BI=IE BARESE  [BEAE BRESRS B | A3
BRI FAAL A 25
J¥5 (Serial (K NIEB 5 e BoR B NET TS
number)
UE RS #5515 (CRL [H#ZAEZ g5k PR B RAE T RS R S
number) % s LU B R 74
HHN G B wi (Issuer [LA DER 5 &t iy | (AR AT H] AR AL 53 A P v
distribution point) TE TS 35 2o A
#i (Encoded CRL
Distribution Point)]
(HAEA” B
1 =X0))

BHE -

Lo BUR AT TS EAS AR S (K 2 a0 65

0=ARIEY]; 1= "MBRSNIE; 2 = AUEVICBORI M, 3 = IS AR,
4 = UEBBIAC: 5 = UEHLOCZ IR 6 = UET R IN 1 4H

TSI N TR BHETIE S s A, PR Tt RS ) =L T0) Fon (B TARIERT D,

2. BRAESANEN], BrabsrERE AL “HESCHE” (Non-Critical) SR
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Henghkong Post
FiBR
Linking peale Delivering business
L X 1 1. ]

Bt D
M D - BB FIED - REBE
D HETFIEPL DA
Er #H FUFBAN) K FEF 18 ZNH
# FUFBAN)
ZiZ A FEAT A7 30 W 0 E S AR 18 0 N | A 7 2 s 5 0 E B R 18 A
:
48 PR A HK$200,000 HKS$0
INTATIEFS &
[ % S 1024-bit RSA
FEAE TS B G RL P A A P A
Xt & 4y TR A HE NS4y, B s AR T AT R e (N IR
(R B R 2528
A% B 5 B K B s
EBHEEEIEARER B G IE A H Sk 4

Fris S IE S 1) 2223 50{H (hash value);
R K
FIUNSEgs (HEBIBE RS 4

BiottA OUAHES 24 40

SR IES CRAE E USRI REE 50 T

e 2

= E D

1. HRASUEP SR 1 A 2 AR AT RO R = 4F, EASHEE =45 A RARGERLAENIZE 1.2.4 )2 3.2 40)

AU IS EOE 7k
AL AER
2006 4 10 /1 3 H
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Hongkong Post
FiBR

Linking people Delivering business

LEUS YT

2) TR WD, BmFIEHERE) KB FIER(ERES)

Ei HFiFBL#) A FUFBIRE) H FUFBaRES)
HiEA IR IR AT BUX BUR 2 R A R B CIE 2 UK . SR HEVEIIA v] 2 A kv 5
A e 7 SR AT B BURFIEL S Sy« 81 T L%
EBRFFA BAC MU 2l b1 e B 0 A 4% | AR 2 3B [RIBE A
BUH F
4 PR A HK$200,000
INHEH &
[ % S 1024-bit RSA
FEAE TS B G R P A R B A A = A HEIiC AN AT
Xt &4y KT R B HARFZBUR TR 1 5 4y K} X A7 4 1k (Domain
Name)~ HURJ B HRFZAL
RE T G4y
EBR® B2 KB in SR s 2 SSL s
EBALEZEAN = B A EK = B AN FR = B AN FR
B o RRUR SO A K e SRBUART LSRR S [ B AH L Z IR
LA R b LS e PR
 BUASESY (s BUUASESS IRk BUUASHEGT
T RS 4 WL R 4642 (BB RS
= BUANZAT S = BRCANKZ AT R P
BN AR Bt %R Ll B AWM Z A 7]
/ TV B HE

B OLAAEN
524 %)

WARZAUEAENAENZE 2.4 2%

AR —AEECNAE AR HEN S 1.2.4 2 3.3.1 5
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Btk E - HBIBE TEPBAEEICHI R4 3

f% E

BAEB BN LR / EH AR EH | RBEA IIANTIA] AR
P ak B | TEER
HHERAT (D ARRAF T EOL PR | el | AEH | 22280 ErJUE N | R ERAT G AR A R ik
http:/Avww.bochk.com GIRA)) (GRS BN BRI ER N JLR P A AR 2 A s S i TR
AT S ARME: RE P < Wil KAZSAERIER B3R
W BB HLR Z IR BEBURER 1 5
PV AR AT A PR A F] FHBIBCL U | —FE | AEH | B 2R BAIUNE N | R RARA AT R WA i L
http://www.ncb.com.hk GIR3)) P4 AN AU R R P 1 N BRATS 2 A s IS B e
SIAE R AN R BWURD) K, Sz S AE g R E e h
HHBE HLR Z SR BEBURR 1 5 4
BT R ] FBIBCL U | —FE | AEH | B 2R AN E R | ST PR RIS A e 3k Lk
http://www.chiyubank.com (G1k:3)) P BN AU RN R FEA NARAZ 2 A U IR - UE P (HLAY)
BIAE R AN A HIil, A% SEAE Hg R L3R HhigpL
R Z AU 1 S 173
FEBRAT O ) A BR A 7] FUSIBEC AR | —=4F AER | BE—2AN T RPN RN R | SEEERAT O A BR A w O R s
http:/Aww.bankofamerica.com.hk | (i~ A\) BN BRI R M) A AN 3RAT 2 A HER B HL 7k
BIAE RAABIN: RE (NN 1A HE IR HL - UE B PR H1id,
FPUSIBEC AR | s | AEH FAZ AR HER AR SN /g
(HLAE) P B Z SRIAUARE K 5 173

s B THIE S

FZAEAE ML HE N

2006 4F 10 A 3 H
YRGS . 1.3.6.1.4.1.16030.1.1.9
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ERBRUTHRE

57



	前言
	1． 引言
	1.1 概述
	1.2 社区及适用性
	1.2.1 核证机关
	1.2.2 最终实体
	1.2.3 登记人之类别
	1.2.4 证书之期限
	1.2.5 在香港邮政处所进行申请

	1.3 联络资料
	1.4 处理投诉程序

	2． 一般规定
	2.1 义务
	2.1.1 核证机关之义务
	2.1.2 核证登记机关之义务及责任
	2.1.3登记人之义务
	2.1.4登记人之责任
	2.1.5 倚据证书人士之义务

	2.2其他规定
	香港邮政对登记人及倚据证书人士之义务
	2.2.1 合理技术及谨慎
	2.2.2 非商品供应
	2.2.3 法律责任限制
	2.2.4 香港邮政对已获接收但有缺陷之电子证书所承担之责任
	2.2.5登记人的转让
	2.2.6 陈述权限
	2.2.7 更改
	2.2.8 保留所有权
	2.2.9 条款冲突
	2.2.10 受信关系
	2.2.11 相互核证
	2.2.12 财务责任

	2.3 解释及执行（管辖法律）
	2.3.1 管辖法律
	2.3.2 可中止性、尚存、合并及通知
	2.3.3 争议解决程序
	2.3.4诠释

	2.4登记费用
	2.4.1 电子证书（个人）
	2.4.2 电子证书（机构）
	2.4.3 电子证书（伺服器）
	2.4.4 电子证书（保密）

	2.5 公布资料及储存库
	2.5.1 证书储存库控制
	2.5.2 证书储存库进入要求
	2.5.3 证书储存库更新周期
	2.5.4 核准使用证书储存库内的资料

	2.6遵守规定之评估
	2.7 机密性

	3． 鉴别及认证
	3.1 首次申请
	3.1.1 名称类型
	3.1.2 名称需有意义
	3.1.3诠释各个名称规则
	3.1.4 名称独特性
	3.1.5 名称申索争议决议程序
	3.1.6 侵犯及违反商标注册
	3.1.7 证明拥有私人密码匙之方法
	3.1.8 机构申请人身分认证
	3.1.9 个人申请人身分认证

	3.2电子证书（个人）的登记使用期
	3.3 证书续期
	3.4 电子证书（机构）、电子证书（伺服器）及电子证书（保密）续期

	4． 运作要求
	4.1 电子证书（个人）
	4.1.1 证书申请
	4.1.2 在香港邮政处所发出电子证书（个人）

	4.2 电子证书（机构）
	4.2.1 证书申请
	4.2.2发出证书
	4.2.3  公布电子证书

	4.3 电子证书（保密）
	4.3.1 证书申请
	4.3.2 发出证书
	4.3.3  公布电子证书

	4.4 电子证书（伺服器）
	4.4.1 证书申请
	4.4.2 发出及公布证书

	4.5 撤销证书
	4.5.1 撤销
	4.5.2 撤销程序请求
	4.5.3 服务承诺及证书撤销清单更新
	4.5.4 撤销效力

	4.6 电脑保安审核程序
	4.6.1  记录事件类型
	4.6.2 处理纪录之次数
	4.6.3 审核纪录之存留期间
	4.6.4 审核纪录之保护
	4.6.5 审核纪录备存程序
	4.6.6 审核资料收集系统
	4.6.7 事件主体向香港邮政发出通知
	4.6.8 脆弱性评估

	4.7 纪录存档
	4.7.1 存档纪录类型
	4.7.2 存档保存期限
	4.7.3 存档保护
	4.7.4 存档备份程序
	4.7.5电子邮戳

	4.8 密码匙变更
	4.9 灾难复原及密码匙资料外泄计划
	4.9.1 灾难复原计划
	4.9.2 密码匙资料外泄计划
	4.9.3 密码匙的替补

	4.10 核证机关终止服务
	4.11 核证登记机关终止服务

	5． 实体、程序及人员保安控制
	5.1 实体保安
	5.1.1 选址及建造
	5.1.2 进入控制
	5.1.3 电力及空调
	5.1.4 自然灾害
	5.1.5 防火及保护
	5.1.6 媒体存储
	5.1.7 场外备存
	5.1.8 保管印刷文件

	5.2 程序控制
	5.2.1 受信职责
	5.2.2 香港邮政与核证登记机关之间的文件及资料传递
	5.2.3 年度评估

	5.3 人员控制
	5.3.1 背景及资格
	5.3.2 背景调查
	5.3.3 培训要求
	5.3.4 向人员提供之文件


	6． 技术保安控制
	6.1密码匙之产生及安装
	6.1.1 产生配对密码匙
	6.1.2 登记人公开密码匙交付
	6.1.3 公开密码匙交付予登记人
	6.1.4 密码匙大小
	6.1.5 加密模组标准
	6.1.6 密码匙用途

	6.2 私人密码匙保护
	6.2.1 加密模组标准
	6.2.2 私人密码匙多人式控制
	6.2.3 私人密码匙托管
	6.2.4 香港邮政私人密码匙备存

	6.3 配对密码匙管理其他范畴
	6.4 电脑保安控制
	6.5 生命周期技术保安控制
	6.6 网络保安控制
	6.7 加密模组工程控制

	7． 证书及证书撤销清单结构
	7.1 证书结构
	7.2 证书撤销清单结构

	8． 准则管理
	附录A - 词汇
	附录B - 香港邮政电子证书格式
	附录C - 香港邮政证书撤销清单(CRL)格式
	附录D - 香港邮政电子证书 – 服务摘要
	附录E - 香港邮政电子证书核证登记机关名单
	注解


